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ABSTRACT

Roblox, the world’s No. 1 metaverse platform, has more than 3 billion subscription accounts and more than 150 million
monthly active users (MAU). Despite such high interest in metaverse, existing studies on analyzing the risk of cyberattacks
and security in the metaverse environment is insufficient. Therefore, in this paper, we propose a new steganography-based
covert communication method in Roblox. In our proposed method, a secret message is hidden into an image by using a
function provided in the Roblox Experience environment and then the image is automatically stored in the Roblox
Experience participants’ devices (PC or Smartphone) so that a malicious software can extract the hidden message from the
image. By our experiments in the Roblox metaverse environment, we validated our proposed method works and thus want
to inform our proposed method can be used in various cyberattacks and crimes such as the spread of secret commands, the
establishment of a steganography botnet, and the mass distribution of malicious malware in metaverse platforms.

Keywords: Steganography, Covert Communication, Metaverse, Roblox, Cybersecurity
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Fig. 1. Steganography-based communication

Table 1. Types of steganography-based commu-
nication(3, 9~10)

Type Mode Utilization
single-target .
short 8 & delivery of
short-term
-term L command
. communication
Il single-target /
conti . covert
continuous . .
-nuous L communication
communication
multi-target
short malware
short-term CL .
-term N distribution
. communication
LN multi-target
conti . botnet
continuous ..
-nuous L. communication
communication
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